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a. Define the various parameters t*rS!.ff *r*lut"d with sessiorl:S and connection state of

,."*. fifl OR ,4:#
a. With relevant diagram;:sffifain the various phases &Flittndshake protocol in SSL. (10 Marks)

b. List the sequence of&p;involved during medssage eichange in user authentication protocol

of SSH. {l#;S *---_#* (06 Marks)
Y

- ''i*".*=''tt"' uoaffi2 
-a. With releyfuL_$iagrams, explain the confid8iitiality and authentication senrices provided by

PGP pro,{i&g4ql.'" ..$- (loMarks)

b. Descp-ib'b,,,1vfu flow diagram the qffoftransmission-gr{itception of PGP -.tt;?fir.u,
*"T& 

* 
a

ai' OR .i"'.- ,{fu "-*"..
a. Describe the various headS;klas defined in MME.' Y fl , " (05 Marks)

b. With relevant diagram,.eriffi the DKIM functipnalpflow. '*;j (05Marks)

c. Draw and explain IntenrtiiPlail Architectu.".i-.3b* .,, S (06 Marks)
J\

SSL protocol. .,,rt1 
:,'r,,,r,ril , (10 Marks)

b. Explain the additional alert cd."$Csi-in TLS over SSLV3.* (06 Marks)
"" "'- n,, ;

-, #eV*-. Mod.tffiFpS l*'iu
iiJifustrate the IP rffit"""ario and e*pffii,"nefits of IPSec.(08Marks)a. Draw a diagram.t'ffitiiirstrate the IP

b. Draw and expfaffihe IP traffic prc
expffi benetits ot. lPSec. (08

firffih" Ip traffic pro#CrhCmodel for inbou*d and outbound packets.
,,,,, Ei,,:,,..t 

--"... - (08 Marks)
d"!!!. },,.,,.,,. OR Jd'.*"r.H

":4S-:l::.+ ,i W:. B,+s:;a

a. Wltn re-G.riaiit diagram, desc;ibe-gnrious fields in ESII,,$acket format. (08 Marks)
1!, :,,.r+it, '

b. Expla'ifi'l{ey determination ffibtocol and also l[s*t th€ features. (08 Marks)
+ *:'irj:':.: --ffi ''*J*',r. '.' Modulffifi"

.-r. o$i' 

-

.qei,Lirllt and explain tt$?ffious specializedk$G that should be available on demand in IT
i,l'll"t1ecurity shops. dqe=i* fl ., &, (06 Marks)

b. Explain in brief,, r*eptitational, behaxi and entropy based malware detection. (06 Marks)

c. Write a brief ndte on signature-baseh Malware Detection versus polymorphic threats.

q,,fi''"' .,{;; 
(04 Marks)

OR
8a.

b.

9a.
b.

10 a.

b.

Explain the various fields in full cyber antipattem templates.

Explain the "C an' t patcf'itrurrnb" antip attem.

;. Module-S
C o mp are primitivtS'ra-ode I and compo s ite mo de 1.

Describe the key",ffiiques for architectural problem solving patterns.

(10 Marks)
(06 Marks)

(06 Marks)
(10 Marks)

(10 Marks)
(06 Marks)

OR
ii

Briefly doq.cn$e various technologies included in HBS (Ilost Based Security).

write e$flbf note on Managing Administrator and Root Accounts.
::,.r1lll' 
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* * ,1. !t rl.


